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From Dev to Prod: Building AI Agents That 
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AI Agents

Actions Environment

Observation

Context

Tools
(and their descriptions)

Goals / Instructions

Agent

LLM prompt
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G E T T I N G  A G E N T S  T O  P R O D U C T I O N  I S  S T I L L  T O O  H A R D

Securely execute 
and scale agent 

code
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G E T T I N G  A G E N T S  T O  P R O D U C T I O N  I S  S T I L L  T O O  H A R D

Remember past 
interactions & 

learning
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G E T T I N G  A G E N T S  T O  P R O D U C T I O N  I S  S T I L L  T O O  H A R D

Identity and 
access controls 

for all agents and 
tools
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G E T T I N G  A G E N T S  T O  P R O D U C T I O N  I S  S T I L L  T O O  H A R D

Agentic tool use for 
executing complex 

workflows
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G E T T I N G  A G E N T S  T O  P R O D U C T I O N  I S  S T I L L  T O O  H A R D

Discover and 
connect with 

custom tools and 
resources
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Understand and 
audit every 
interaction

G E T T I N G  A G E N T S  T O  P R O D U C T I O N  I S  S T I L L  T O O  H A R D
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G E T T I N G  A G E N T S  T O  P R O D U C T I O N  I S  S T I L L  T O O  H A R D

Undifferentiated heavy lifting
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Building scalable production-ready 
agents with Amazon Bedrock 
AgentCore
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Amazon Bedrock AgentCore E V E R Y T H I N G  YO U  N E E D  F O R  G E T T I N G  A G E N T S  T O  P R O D U C T I O NN E W

Runtime

Build, configure, 
and scale an 

agent compute 
layer
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AgentCore Runtime

Framework

Agent or tool code

Models

AgentCore Runtime decorator
+

configure
Docker file

AgentCore Runtime

AgentCore Runtime 
Endpoint

Amazon ECR Repository

launch

Application 

invoke

User 

AgentCore Observability config

AgentCore Indentity config

AgentCore Runtime 
Agent
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AgentCore Runtime

from framework import Agent

agent=Agent(
 name=“my-agent”,
 system_prompt=“You are…”,
 tools=[tools]
)

def invoke(payload):
 return agent(payload)
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AgentCore Runtime

from framework import Agent

from bedrock_agentcore.runtime import BedrockAgentCoreApp
app = BedrockAgentCoreApp()

agent=Agent(
 name=“my-agent”,
 system_prompt=“You are…”,
 tools=[tools]
)

@app.entrypoint
def invoke(payload):
 return agent(payload)
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AgentCore Runtime

from framework import Agent

from bedrock_agentcore.runtime import BedrockAgentCoreApp
app = BedrockAgentCoreApp()

agent=Agent(
 name=“my-agent”,
 system_prompt=“You are…”,
 tools=[tools]
)

@app.entrypoint
def invoke(payload):
 return agent(payload)

> agentcore configure --entrypoint “my-agent.py”

> agentcore launch --local

> agentcore launch

my-agent.py

CLI
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Runtime

Build, configure, 
and scale an 

agent compute 
layer

Remember past 
interactions + 

learning

Memory

Amazon Bedrock AgentCore E V E R Y T H I N G  YO U  N E E D  F O R  G E T T I N G  A G E N T S  T O  P R O D U C T I O NN E W
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AgentCore Memory
Short term Memory

Chat Messages

Session State

Long term Memory

Semantic

User Preferences

Summary

Automatic
Memory 
Extraction
 Module

Agent Memory

async

Agent Implementation

Messages

Agent State

Retrieve
Events

Events

Retrieve
Memory records

sync

sync

async
async

Agent
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AgentCore Memory 

from bedrock_agentcore.memory import MemoryClient

memory_client = MemoryClient()

memory = memory_client.create_memory(
    name="MyAgentMemory"
)

memory_id = memory['id']

Python
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AgentCore Memory 

memory_client.create_event(
    memory_id=memory_id,
    actor_id="USER",
    session_id="12345",
    messages=[("Hello", "USER"), ("Hi", "ASSISTANT")]
)

Python

Python

from bedrock_agentcore.memory import MemoryClient

memory_client = MemoryClient()

memory = memory_client.create_memory(
    name="MyAgentMemory"
)

memory_id = memory['id']
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Runtime

Build, configure, 
and scale an 

agent compute 
layer

Remember past 
interactions + 

learning

Memory

Identity and 
access 

management  for 
agents and tools

Identity

Amazon Bedrock AgentCore E V E R Y T H I N G  YO U  N E E D  F O R  G E T T I N G  A G E N T S  T O  P R O D U C T I O NN E W
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Agent 
(hosted/

 self-hosted)

AgentCore Gateway 
(tools)

User

AWS 
resource/agents

(via IAM)

Agent 
Inbound

Auth
App

Inbound Auth
(IAM/Oauth)

Your users need to access 
the agent through an 

application

External 
resources/agents 

(via Oauth, API keys, 
etc.) 

AgentCore Gateway 
Inbound Auth

Outbound Auth
(IAM)

Outbound Auth
(OAuth)

Outbound Auth
(OAuth)

AgentCore Identity
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Runtime

Build, configure, 
and scale an 

agent compute 
layer

Remember past 
interactions + 

learning

Memory

Identity and 
access 

management  for 
agents and tools

Identity Gateway

Gateway for 
accessing and 

exposing custom 
tools and 
resources

Amazon Bedrock AgentCore E V E R Y T H I N G  YO U  N E E D  F O R  G E T T I N G  A G E N T S  T O  P R O D U C T I O NN E W
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Agent

MCP Client

AgentCore 
Gateway

API Endpoint 
Target

AWS Lambda 
Target

RESTful services 
with OpenAPI schema

Lambda functions

Tool 1

Tool 2

Tool 4

Tool 5

Tool 6

/mcp
Tool 3

APIs, tools, resources

AgentCore Gateway

List tools,
Invoke tool,

Search
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AgentCore Gateway semantic search

AgentCore 
Gateway

Without search

Search: “create a social media post”

Target 1 250 tools

Target 2 100 tools

Target 3 10 tools

MCP list tools

returns 4 most relevant tools

Services may have 100s of tools

returns all 300+ tools

Using search

Benefits
• AgentCore Gateway automatically indexes tools, and gives 

serverless semantic search
• Reduces context passed to the agent’s LLM, improving 

accuracy, speed, and cost
• Lets agent focus on tools relevant for a given task
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AgentCore Gateway

auth_config = {
    "customJWTAuthorizer": {
        "discoveryUrl": discovery_url,
        "allowedClients": [client_id]
   }
}

# Create the gateway
create_response = gateway_client.create_gateway(
    name=“demo-gateway-1”,
    roleArn=RoleArn,
    protocolType=“MCP”,
    authorizerType=“CUSTOM_JWT”,
    authorizerConfiguration=auth_config,
    description=”…”
)

Python
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Python

auth_config = {
    "customJWTAuthorizer": {
        "discoveryUrl": discovery_url,
        "allowedClients": [client_id]
   }
}

# Create the gateway
create_response = gateway_client.create_gateway(
    name=“demo-gateway-1”,
    roleArn=RoleArn,
    protocolType=“MCP”,
    authorizerType=“CUSTOM_JWT”,
    authorizerConfiguration=auth_config,
    description=”…”
)

AgentCore Gateway

response = gateway_client.create_gateway_target(
    gatewayIdentifier=gatewayId,
    name=“LambdaTarget”,
    description=“Lambda target for MCP”,
    targetConfiguration=target_config,
    credentialProviderConfigurations=credential_config
)

Python
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Runtime

Build, configure, 
and scale an 

agent compute 
layer

Remember past 
interactions + 

learning

Memory

Identity and 
access 
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agents and tools

Identity Gateway

Gateway for 
accessing and 

exposing custom 
tools and 
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Code 
Interpreter

Use tools like 
agent-generated 

code securely

Amazon Bedrock AgentCore E V E R Y T H I N G  YO U  N E E D  F O R  G E T T I N G  A G E N T S  T O  P R O D U C T I O NN E W
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Securely write and execute code in an isolated 
environment

Query

User

1. Invoke LLM

2. Tool Selection

4. Tool Result

Result

Create Session

3. Telemetry

Code Interpreter Session

Code Interpreter

ShellFile System

LLM

Observability

Agent
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Runtime

Build, configure, 
and scale an 

agent compute 
layer

Remember past 
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learning

Memory

Identity and 
access 

management  for 
agents and tools

Identity Gateway

Gateway for 
accessing and 

exposing custom 
tools and 
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Code 
Interpreter

Use tools like 
agent-generated 

code securely

Read and interact 
with a web 

browser

Browser 

Amazon Bedrock AgentCore E V E R Y T H I N G  YO U  N E E D  F O R  G E T T I N G  A G E N T S  T O  P R O D U C T I O NN E W
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Web navigation and workflow automation

Agent

LLM

1. Query 
(“Buy shoes on Amazon”)

User

2. Invoke LLM

Computer tool call

{
      type: ”click”,
      button: ”left”, 
      x: 286,
      y:102
}

Translate instructions to 
commands:

Browser_use, Playwright, etc.

3. Tool use

4. Command Translation

5. Command Execution

6. Screenshot

Execution Environment

Headless Browser

Hosted Library Server
(Browser_use, Playwright etc.)
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Runtime

Build, configure, 
and scale an 

agent compute 
layer

Remember past 
interactions + 

learning

Memory

Identity and 
access 

management  for 
agents and tools

Identity Gateway

Gateway for 
accessing and 

exposing custom 
tools and 
resources

Code 
Interpreter

Use tools like 
agent-generated 

code securely

Read and interact 
with a web 

browser

Telemetry for 
every interaction

Browser Observability

Amazon Bedrock AgentCore E V E R Y T H I N G  YO U  N E E D  F O R  G E T T I N G  A G E N T S  T O  P R O D U C T I O NN E W
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Amazon Bedrock AgentCore Observability

Agent deployed on 
AgentCore Runtime

AgentCore 
Observability

AgentCore Observability dashboards

Agent running outside 
AgentCore Runtime
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AgentCore All Together



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Agent Runtime

Models

AgentCore Identity

AgentCore ObservabilityAgentCore Memory

AgentCore Gateway

AgentCore Browser

AgentCore Code Interpreter

MCPClient

Agent instruction

Agent local tools

Agent context

Framework

Combine AgentCore capabilities to create agents at 
scale
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Customer support agent with Amazon Bedrock AgentCore

Customer

customer question 

Agent response

task

Tool 1: check_warranty()

Tool 2: get_customer_profile()

Customer Support Agent

AWS Cloud

Amazon Bedrock
 LLMs

Invokes LLM 
and 

processes 
outputs

Tool 3: retrieve()

Tool 4: create_calendar_event()

Amazon CognitoAgentCore Identity

OAuth 2.0

Authenticate user
AgentCore Memory

Retrieve session  
and previous 
interactions

AgentCore Observability

Send agent traces

AgentCore Gateway

AWS Lambda 
Target

AgentCore Runtime

Tool 5: get_calendar_event() OAuth 2.0
(client credentials)

Validate
agent
access
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Customer support agent with Amazon Bedrock AgentCore
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Resources
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Get started now!

AgentCore 
Overview

AgentCore 
blog post

AgentCore 
Samples

AgentCore 
Documentation
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Thank you!
Du’An S. Lightfoot
@labeveryday

39


